VAMP

Application Note

1. Overview

This document applies fo VAMP
50/257/259 devices, which have
a so called “native” 61850
interface, this is available starting
from software version 10.1.

IEC 61850 protocol is available with
the optional inbuilt Ethernet port.
IEC 61850 protocol can be used to
read / write static data from the
relay or to receive events and to
receive / send GOOSE messages to
other relays.

IEC 61850 server interface s

capable to do the following:

e Configurable data model:
selection of logical nodes
corresponding to active
application functions

e Configurable pre-defined data
sefs

e Supported dynamic data sets
created by clients

e Supported reporting function with
buffered and unbuffered Report
Conftrol Blocks

e Supported control model: direct
with normal security

e Supported horizontal
communication with GOOSE:
configurable GOOSE publisher
data sets, configurable filters for
GOOSE subscriber inputs, GOOSE
inputs available in the
application logic and output
martrix

The inbuilt Ethernet is available as
communication option 2 (see figure
1-1) in VAMP 257/259. IEC 61850

IEC 61850 interface configuration for
VAMP 50/51/52/257/259

profocol can be used, if the last
letter of the device ordering code
for VAMP257/259 is M (e.g. VAMP
257 3C7 AAM). For VAMP50 the 6’th
letter in the ordering code is K (e.g.
VAMPS50 — 3 AAAAACA).
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Figure 1-1 VAMP 257 equipped with the
optional Inbuilt Ethernet interface
(Comm. option 2).

Pin assignment of the optional
Inbuilt Ethernet interface

<l

e:16.09.2009 / AN61850.ENOOT

Type Ethernet

Communication ports | TCP port

Signal levels Ethernet

Connector RdJ-45 connector
1 8
——
Pin usage 1=Transmit+

2=Transmit —
3=Receive+
4=Reserved
5=Reserved
6=Receive-
7=Reserved
8=Reserved
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Figure 1-2 VAMP 50 equipped with the
communication option, which includes
FEthernet port.

2. Configuration

The configuration of the 61850 is
done with VAMPSET. VAMPSET may
be connected to the relay either via
serial inferface to the front panel
connector or via the Ethernet
network. Correct version of the
VAMPSET is 2.2.1 or later. Also the
ICD file can be generated with
VAMPSET.

2.1 Setting the main parameters TCP
PORT, IP address and NetMask

The configuration is started by
selecting the IEC-61850 protocol as
the “ETHERNET PORT protocol” and
sefting the IP  Address and the
NetMask of the device (see figure
2.1-2).

Please notice that IP address and
netmask must be properly set in
reference to client system in order
to get the communication to work
properly. In customer network
please consultant with IT responsible
to obtain proper addresses allowed
to be used.

Also noftify that the device doesn't
support DNS while PC can obtain
different addresses each time
connected to a network. Such
tfrouble might occur especially if

testing the communication in office
environment,

The configuration is started by
selecting the IEC-61850 protocol as
the “ETHERNET PORT protocol” and
setting the IP  Address and the
NetMask of the device (see figure
2.1-2).

Please notice that IP address and
netmask must be properly set in
reference to client system in order
to get the communication to work
properly. In customer network
please consultant with IT responsible
to obtain proper addresses allowed
to be used.

Also noftify that the device doesn't
support DNS while PC can obtain
different addresses each time
connected to a network. Such
tfrouble might occur especially if
testing the communication in office
environment.

Two useful commands for frouble
shooting can be found under dos
prompt. The command ipconfig
show the current addess and
netmask of your PC.

The command ping can verify if LAN
connection work. A successful ping
response indicates that physical
connection between client and
server. Furthermore it proves that
TCP/IP address and netmask setting
is accepted. llegal address might
disturb network communication so if
available, customer IT support
should always be consulted if the
device is connected to existing
network.
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Figure 2.1-1 Example of ipconfig and ping
command.

ETHERNET PORT

Ethernet port protocol IEC-61850
IP port for protocol 102
IP Address 10.4.1.254
HetMask 255.255.255.0
Gateway 0.0.0.0
HTP server 0.0.0.0
IP port for Vampset 23
TCP keepalive interval 0 s
MAC address 001AD3 000030
Message counter []
Error counter L]
Timeout counter U]

Figure 2.1-2 Setting for the Ethernet port
protocol, IP Address and NetMask (seen
the “PROTOCOL CONFIGURATION”

men LI).

The “IEC 61850 main config” —-menu
first part contains some 61850
parameters, which normally do not
have to be changed (see figure 2.1-
2).

The IED Name parameter is unique
identifier and must be set differently
for each device connected to the

same network.
IEC 61850 main config

IEC 61850 main config

Port 102

Check upper addresses l_
AP ID 1.1.1.999.1

AE Qualifier 12

P Selector 1

S Selector 1

T Selector

IED Hame

Delete dynamic datasets

Figure 2.1-3 The “IEC 61850 main config”
menu.
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2.2 Selecting the Logical Nodes and
Datasets for event reporting

The Logical Nodes (LN) to be visible
via the IEC 61850 interface are
selected in “IEC 61850 data map
(1)"... “IEC 61850 data map (8)"
(see figures 2.2-1 and figure 2.2-2).

Figure 2.2-1 IEC 61850 configuration
menus in VAMPSET.

The data maps contain the 61850

names for the functions of the

device, maps are edited as follows:

e Set'Inuse” field of the needed
functions to "Yes”

e Select which Dataset is used for
sending reports from the
function: set "Dataset x” to
“Yes”

e Edif the “Description” field of
the selected function if needed

Note: If there is no special reason to
use many datasets, use only
Dataset 1.

. nique
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CBWEAR “'| IEC 61850 data map(1)

+ SUPERVIEOR. . .

DELEASE OUTPUT MATRIX LATCHES

+ MATRIX. ..

LOGTIC IEC 61850 data map

MINIC .

+ LOCAL. . Index LH Description Dataset 1

SCALING 0 ARIAGGIO6  AR1final trip No

STAGE EWENT ENABLING 1 ARZAGGIONT  AR2final trip Ho

+ EVENT MASKS for. . .

DI EVENT TEXTS ?  ARSAGGIOIE  AR3final trip lo

+ EVENT ENABLING... 3 ARAGGIONY AR4 final trip No

CLOCK STYHC

PROTOCOL CONFIGURATION 4 ARSRREC1 Auto-reclose (AR) Yes

+ SPABUS. .. 5 AREMGGIO1S AR critical final trip No

EXTERMAL I/0 CONFIGURATION -

+ HoDBUS. . 6 ARereGGIO13 AR eritical request No

+ PROFIBUS. . 7 ARAGGIO14 AR final trip No

MODBUE & PROFIBUS: SCALINGS 8 ARIocGGIO2 AR Logical output locked No

+ IEC €0870-5-101.. .

+ IEC 60870-5-103... 9 ARe1GGIO3  ARrequest1 No

+ DNFP3... . 10 ARre2GGI04 AR request 2 No
11 ARe3GGIO5S  ARrequest3 No
12 ARredGGIOG  ARrequestd No

IEC 61850 dat 3

oo o =e2 ’“p(‘l; 13 ARre5GGIOT ARTequest 5 o

150 smgm;) 14 ARunGGIO1  ARrunning No

I5C 61850 daca map (6) 15 ARshGGIOE  ARshotd No

IEC £18E0 data map(7)

he IEC 61350 data map (&) 16 ARsh2GGIO3 AR shot 2 No

IEC 61850 deadbhand contig 17 ARshiGGIO10  ARshet3 No

IEC £1850 BRCE configuration

IEC €1850 URCE configuration 18 ARshiGGIO11  ARshot 4 Ho

+ BOOSE. .. 19 ARshSGGIO12  ARshots No

ETHERNET ~REDDINGA R Failiura neadactian Vas

VAMP Il



Predefined IEC #1650 Edlitable ext fuf,

names for the functions the functions VAMPSET IEC 61850 data map configuration view Seleet whih
IEC 61850 data map - EUS’;“‘””S aein
90 GI063 H! - . . 'f - - :) ; )
9 DOCIPTOCI2 Wi o Yes Ho Mo w——— #Wg  Select which
92 DOC2PTOCTY 1Dir>> Yes - Ho Mo Ho data SEt(S) are
used to send
93 DOCIPTOCHS IDir==> Yes Ho Ho Ho events from the
94 DOCAPTOCAS  IDir>»>> Yes Ho Ho Ho function
95 EF1PTOCY o> Yes Ho Ho Ho
96 EF2PTOCS [ =5 Yes Ho Ho Ho
97  EF3PTOCE loo>> Yes Ho Ho Ho
98 EF4PTOCT lo>>=> Yes Ho Ho Ho
Figure 2.2-2 Description of the contents of the “IEC 61850 data map (x)’.
Datasets are assigned to Report IEC 61850 BRCB configuration
Control Blocks in the “IEC 61850
BRCB configuration” and “IEC 61850 BRCB 1
URCB configuration” menus. A :“‘““:f S— Lmuzz:
. . ame of selected as .|
VAMP device has 3 predefined R — o
data sets DS1...DS3, these can be Buffer Timer 0
assigned to one or more of the 3 U S T
buffered report control blocks BRCB - fta chanae [
- fuality Change |7
1...BRCB 3 and to one or more of - Data Update v
the 3 un-buffered report control - Integrity [
blocks URCB 1...URCB 3. 0:”“':":’9“" i
ptonal Fields
. . - Sequence Humber |7
Some clients may create their own - Report Time Stamp [
so called dynamic data sets and giicasorioninEision IIZ
. - Dataset Hame o
assign these fo reporf confrol blocks. - bata Roforance ”
Both persistant and non-persistant - Buffer Overflow [
dynamic data sets are supported. - Entry D [«
- Configuration Revision |7
. - Segmentation 2
Note: The clients (e.g. the RTU) 4
reserve one or more RCBs to Figure 2.2-3 Report Control Block
get events. The relay sends configuration.

events to those clients who
have done reservations.
2.3. Configuration of the GOOSE

Note: The maximum number of communication
simultaneous client
connections is 3. The working principle of the GOOSE
communicafion is described in
figure 2.3.1.
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Ethemet
AAEE e Relay 3
300SE message | subscriber

Datap —* Dztan —* L Metwork input 0 —

D:a‘tal - ng::;rz D::nal -- EEE:; Network inus EE”;?"EQ

baat / Oa? Nlmmrk input 03 o Logic functions

/ / i
Relay 1 ; . .

/ I’Ubﬂﬁﬂhﬁ xLﬂl&i’Sﬁl&f j:f.g;g;giimgf::f f.;zza ots - Network Inputs can be used as
“Relay binary signals are mapped to GOOSE data bits inputs in the logic functions
-Two tables, & data bits each

Figure 2.3-1 Operation principle of the GOOSE communication.
One-bit  binary signals can be One device can receive max. 64
sent/received as GOOSE data. One bits of GOOSE data. These can be
device can send max. two GOOSE utilized in the device internal logic
data packets containing 8 bits of and output matrix - these are
data, thus max. number of data named as GOOSE NI1...GOOSE
points from one device is 16 bits. NIé4.

Goose control block 1 (GCB1) and

Goose control block 2 (GCB2) are The main parameters of the GOOSE

used to control the sending of these communication are available via

two 8-bit GOOSE data packets. “GOOSE configuration” menu (see

figure 2.3-2).

GOOSE data is multi-casted to the

Ethernet network.  The multicast The relay bit values to be sent are

MAC Address, Application ID and selected in GOOSE mapping tables

Configuration Revision are the main “GOQOSE GCB1: DATA POINTS" and

parameters when routing the “GOQOSE GCB2: DATA POINTS” (see

information from one relay to the figure 2.3-3).

other.

The bit values to be received as

Note: The MAC Address used in GOOSE data are defined in

GOQOSE communication s “GOOQOSE Subscriber: DATA POINTS”
totally independent from the (see figure 2.3-4).

MAC Addresses of the
devices in the FEthernet
network !
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+ UNLERFREQUENCY STAGE. ..

FREQUENCY STAGE df/dc S1lR
+ PROGRAMMAELE STAGE...
CE FAILURE IROTECTION LOEF

OBJTECTS

AUTO RECLOSING

AR Shot settings

AR COUNTER TEXTS

CEWELR

+ SUPERVISOR. ..

RELEALSE OUTPUT MATRIX LATCHES
+ MATRIX. ..

LoGIC

MINIC

+ LOCAL. ..

SCALING

STAGE EVENT ENAELING

+ EVENT MASKS for...

DI EVENT TEXTS

+ EVENT ENAELING...

CLOCK ZSYHNC
PROTOCOL
+ EPABUS. |
EXTERNAL I/0 CONFIGURATION
+ MODBUS. .

+ PROFIBUS. ..

MODEUS & PROFIBUS: SCALINGS
+ IEC &0270-E5-101. ..

+ IEC &0870-5-103. ..

+ DNPZ. ..

+ IEC £1250. ..

73
73

CONFIGURATION

configuration
GCEl: DATA POINTS
GCBZ: DATA POINTE

GOOSE

GOOSE

GOOSE Subscriber:
ETHERNET

DATA POINTS

|

GOOSE configuration

Publisher parameters

Main configurations to enable

GOOSE data packet.

/ending of the first outgoing 8-bit

Max retransmission timeout

Publisher configuration GCB 1

20 s
¥ Configuration Revision number,

Enable I_
GOOSE ID VAMP /
Configuration Revision * 1

Heeds Commissioning

-

Test mode [

MAC Address 01-0C-CD-01-00-00
VLAH Priority 4

VLAHN ID 0
Application ID * 1

* Important for VAMP subscriber

N

/Nhich may be used to block
usage of wrong data in the
GOOSE data receiver.

. MAC Address for GOOSE data,
allowed range 01-0C-CD-01-00-00
... 01-0C-CD-01-01-FF

Publisher configuration GCB 2

NApplication ID
This is a number which identifies

Enable I_
GOOSE ID VAMP
Configuration Revision * 1

Heeds Commissioning

-

Test mode I_
MAC Address 01-0C-CD-01-00-00
VLAH Priority 4
VLAHN ID 0
Application ID * 1

* Important for VAMP subscriber

the GOOSE data packet and is
used in the receiver to receive
correct data package

\v\oin configurations to enable
sending of the second outgoing
8-bit GOOSE data packet.

Subscriber configuration

<+ Main configurations to

Enable
MAC Address

-

01-0C-CD-01-00-00

enable reception of GOOSE
data from other devices.

Figure 2.3-2 The main parameters of GOOSE configuration.

GOOSE GCB1: DATAPOINTS

GOOSE GCB2: DATAPOINTS

DSG1 data configuration

DSG2 data configuration

0 DIO1GGIOA5.Ind.stVal(ST) DM Hotinuse 0 DI0SGGIOAY.Ind.stVal{ST) 0I5 MNotinuse
1 DI02GGI046.Ind.tVal(ST) DIZ  HNotinuse 1 DIOGGGIO50.Ind.stVal(ST) DI HNotinuse
2 DI03GGIOAT.Ind.stVal(ST) DI3  Hotin use 2 DI07GGIO51.Ind.stVal(ST) DI7  HNotinuse
3 DID4GGIOAB.Ind.StVal(ST) DI4  MNotinuse 3 DIO8GGIO52.Ind.stVal(ST) DI  MNotinuse
3 Hone Hone Hot in use 4 Hone Hone Hot in use
5 Hone Hone Hot in use 5 Hone Hone Hot in use
6 Hone Hone Hot in use & Hone Hone Hot in use
i Hone Hone Hot in use T Hone Hone Hot in use

Figure 2.3-3 Examples of selected data bits to be sent in the two 8-bit GOOSE data blocks.

GOOSE Subscriber: DATA POINTS

Subscriber data configuration

[} 1 1 (] ] Yes
1 1 ] ] Yes
2 4 1 ] Yes

Figure 2.3-4 An example of data point definition to receive GOOSE data.
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2.4 Creating ICD file with VAMPSET

IED Capability Description (.ICD) file
defines complete capability of an
IED. This file needs to be supplied by
each manufacturer to make the
complete system configuration. The
file contains a single IED section, an
opfional communication section
and an opfional substation part
which denotes the physical entities
corresponding to the IED.

In order to create the |[EC61850

description file connect the device

[=] vamp50 - Vampset

with vampset and select
“COMMUNICATION" ; “Get ICD File"”
Please select “Yes” if configuration
requires indexed report control
blocks, else select “NO". After that
you can select directory to save the
icd file fo. The need for indexed or
non-indexed report conitrol blocks

depens on the client system.
Consult the client system
manufacturer about this. In case

this is not known, the best way is to
create both and test.

File Edit “iew Settings ReRppile=u=® Device Library Distutbance Record  Help

Write Changed Settings To Device  F10

Substation Sync time and date from computer

= H| S . Disconnect Device Ctrl+F5 !E !E—J “’.';a
| Search and Select Devices
OVERCURREN widkie | )
Protected target
Bay ‘Write All Settings To Device

0OBJTECTS
CEWEAR
CT SUPERVISOR

Run Yamp-script

RELEASE OUTPUT MAT  Read all settings from Device

+ MATRIK. .. Refresh Current Group From Device Fa h config
LOGIC :

1
s Ea Refresh Menu From Device
+ LOCAL. ..

Update Firmware

SCALINGEG
STAGE EVENT ENABLI
EVENT MASKES for OF
DI EVENT TEXTS

+ EWENT EMARLING. _
CLOCE SYNC

OPTION CARDE

Update Language:

Update Boot-code 1.1.1.999)

Read all DE bexts from device
Restare Device DB

Device diagnostics

PROTOCOL ¢

Terminal Ctl+ T

3 q) Configuration requres ndexed ‘eport contr=l blocks®

fee Mo ‘

Detect External 10
Get ICD File

Vamp1
IEC £l250 data mag

IEC 61250 data map(3)

IEC 61250 data map (d)
IEC A1850 data map(5)

Delete dynamic datasets

IEC A1850 data map (&)
IEC £1850 data mapi7) w»

< | >

Get ICD file From device

Figure 2.4-1 Create ICD file with VAMPSET program

VAMP Ltd Visiting Address: Tel: +358 20 753 3200
P.O.Box 810 Vaasa Airport Park Fax: +358 20 753 3205
FI-65101 VAASA Yritt&jankatu 15 Email: vamp@vamp.fi
Finland Vaasa, Finland http://www.vamp.fi

We reserve the rights fo product alterations without prior notice.
Copyright © Vamp Ltd. All rademarks are the property of their respective holders.

ISO 9001:2000
certified company

vVAMP
+358 20 753 3264

Certification
Ne161341A

. 24h

S,
#nic a1 s9°°

BUREAU VERITAS 8

Vaasa Electronics Group VAmP -

717



